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1
Decision/action requested

Kindly Request this contribution can be accepted by the group
2
References

NA
3
Rationale

In LTE Prose, the IMSI is used in Discovery Request message. 5G network has enhanced to gain privacy of SUPI by concealing it. If the 5G Prose send the SUPI over the air without protection, the Prose feature may have a chance to expose the SUPI.
4
Detailed proposal

**** 1st change****

6.5.3
Evaluation

Editor’s Note: Each solution should motivate how the potential security requirements of the key issues being addressed are fulfilled.



In LTE, GBA sends IMSI in the clear text over the user plane. The current 5G GBA does not address this issue so it means the SUPI will be sent in clear text over the user plane in 5G system. But the AKMA shame does not expose the SUPI over the user plane.
**** End of change****

